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Abstract: Quantum key distribution (QKD) protocols rely on the exchange of information encoded in quantum 

states of light to generate a secure symmetric cryptographic key between two honest parties, the sender, Alice, 

and the receiver, Bob. In order for communication to be secure, one needs to consider that a third untrusted 

entity, Eve, may try to eavesdrop the communication. The usual pessimistic approach in QKD protocols 

assumes that all noise sources and losses of information are due to the presence of an eavesdropper. However, 

in a trusted device scenario, one can loosen this assumption by considering that Bob has full control of his lab, 

which, in principle, is isolated from Eve. In the so-called trusted-noise model, one assumes that Bob’s detector 

noise and efficiency are not influenced by Eve’s attempts to gain information. Compared to the case of 

untrusted noise sources, Eve’s knowledge about Alice and Bob’s communication is reduced,  which in turn 

allows for higher secret key rates and improves the overall performance of the protocol. In this work, we 

explore the role of Bob’s detector noise and efficiency in the performance of Gaussian modulated continuous-

variable quantum key distribution for both homodyne and heterodyne detections. We analyze the numerical 

results of this model in comparison to the pessimistic case, searching for regimes where considerable gain is 

achieved. We also investigate  the influence of such trusted parameters in the information reconciliation process 

efficiency and maximum value of tolerable excess noise. 
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1. Introduction 

 

One of today’s most important applications of 

quantum information and communication science 

is quantum key distribution (QKD), a protocol 

that enables two remote parties, Alice and Bob, to 

establish secure secret cryptographic keys by 

transmitting information via quantum states [1,2]. 

The security of such protocols relies on the 

fundamental principles of quantum mechanics [1-

3]. Any attempt by an eavesdropper, usually 

called Eve, to intercept information inevitably 

leads to information leakage, which disturbs the 

system and typically introduces noise. However, 

this additional noise makes Eve's presence 

detectable, thereby exposing potential security 

breaches in the protocol. The security proof in 

QKD allows one to quantify the maximum 

amount of information that Eve can potentially 

acquire through her attack during the protocol.  

This quantity allows Alice and Bob to determine 

how much information must be removed from 

their correlated data to generate a provably secure 

secret key. In general, higher noise levels indicate 

an increased potential information leakage to 

Eve, thus reducing the final secret key length [4]. 

The usual pessimistic approach assumes that all 

noise sources are due to Eve’s attack, therefore all 

noise is considered to be untrusted. While Eve’s 

power is fundamentally limited by quantum 

mechanics, her effective power also depends on 

one’s assumptions about her technological 

abilities. This complete untrusted noise 

assumption may overestimate her potential 

information and reduce the protocol performance. 
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In experimental implementations, no device is 

free from imperfections. In a trusted device 

scenario, one may find reasonable to assume that 

Eve has no access to all noise sources.  

In this so-called trusted noise model of QKD, one 

may assume, for instance, that Bob’s lab is 

isolated from Eve [5]. Within this assumption, the 

detector’s noise and efficiency may be excluded 

from the total excess noise attributed to Eve, 

which, in turn, leads to higher secret key rates. 

In this work, we explore the influence of such 

trusted noise parameters in Gaussian-modulated 

(GM) continuous-variables (CV) QKD protocols.  

This family of QKD protocols emerged as 

promising alternatives to avoid technological 

difficulties of working with discrete-variables 

systems, such as single photon detection. CV-

QKD offers practical advantages, such as 

compatibility with standard optical 

telecommunication components (e.g. commercial 

lasers and coherent receivers) and photonic 

integrated circuits. This compatibility allows for 

miniaturization, cost reduction, and potentially 

higher secret key rates. However, these benefits 

come at the expense of more complex security 

proofs and greater sensitivity to noise [1,2].  

Here, we study such protocols under the 

assumption of trusted noise model, with the goal 

of quantifying the consequent increase in 

performance. We explore the regimes where the 

two main GM-CV-QKD protocols, the GG02 [6] 

and No-switching [7], can achieve considerable 

gains over the untrusted model case. 

2. CV-QKD protocol 

There are two equivalent scenarios in a CV-QKD, 

the prepare-and-measure (PM) and 

entanglement-based (EB) protocols. While the 

first approach guides experimental 

implementation, the second is more convenient 

for security analysis [4]. 

2.1.  Step-by-step description 

 A generic PM GM CV-QKD protocol can be 

divided into the following steps: 

1. State preparation: Alice encodes 

classical variables in the quadrature 

components q and p, sampled from two 

independent and identically distributed 

(i.i.d) Gaussian distributions, each with 

zero mean and modulation variance 

𝑽𝑴𝒐𝒅, i.e., 𝓝(𝟎, 𝑽𝑴𝒐𝒅). Alice then 

prepares the coherent states  |𝜶𝒌⟩  =

 |𝒒𝒌 + 𝒊𝒑𝒌 ⟩, where 𝜶𝒌 = 𝒒𝒌 + 𝒊𝒑𝒌 is the 

complex amplitude in phase space, with 

total symmetric variance of each state 

given by 𝑽𝒒 = 𝑽𝒑 =:𝑽 =: 𝑽𝑴𝒐𝒅 + 𝟏 =

 𝟐 < 𝒏 > +𝟏, where the vacuum 

fluctuations is normalized to 1 in shot-

noise units (SNU). 

2. Transmission: The states are sent from 

Alice to Bob through an untrusted 

Gaussian quantum channel, which is 

assumed to be fully controlled by Eve. 

This channel is completely characterized 

by two parameters: the transmittance 𝑻 

and the excess noise 𝛏. 

3. Detection: After receiving the channel 

output signals, Bob can either perform a 

homodyne detection to randomly measure 
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one of the quadratures (GG02 protocol), 

or a heterodyne detection (No-switching 

protocol) to measure both quadratures 

simultaneously. 

4. Post-processing: At this stage, the trusted 

parties possess a correlated database of 

prepared and detected random variables 

(corresponding to asymmetric and 

insecure raw keys). To ensure a shared 

secure symmetric key, Alice and Bob 

must perform a series of classical post-

processing procedures, which involves 

using an authenticated public classical 

channel. The first step is parameter 

estimation, where Alice and Bob use part 

of their data to estimate 𝑻 and 𝛏. These 

parameters can be used to define an upper 

limit of information that may have leaked 

to Eve. The following step consists of the 

information reconciliation process. In this 

stage, sophisticated error correction 

algorithms are applied to make the 

remaining of the raw key symmetric. If 

Alice is chosen to send information to 

Bob through the classical channel, this 

process is called direct reconciliation 

(DR). Otherwise, Bob serves as the 

reference and the process is referred to as 

reverse reconciliation (RR). While DR is 

limited to a maximum transmission 

corresponding to 3 dB of loss [8], the 

reverse process does not present a similar 

limitation and offers better performance. 

Finally, they perform privacy 

amplification (using hash functions) to 

reduce the key length in order to eliminate 

the amount of information that Eve may 

have learned about the generated key [2]. 

The result is a secure symmetric key. 

2.2. Covariance matrix 

Quantum systems with continuous-variable are 

described by an infinity dimension Hilbert space 

[1]. In particular, Gaussian states can be fully 

characterized by the two first statistic moments of 

the field quadratures, i.e., the mean value and the 

covariance matrix. 

In the case of PM GM protocols, Alice prepares 

her coherent states according to a Gaussian 

probability distribution with zero mean and 

variance 𝑽𝑨 = 𝑽𝑴𝒐𝒅. Bob will receive coherent 

states with variance 𝑽𝑩 = 𝑽𝑴𝒐𝒅 + 𝟏 due to the 

minimal uncertainty of 1 (in shot-noise units). 

One can show that the covariance matrix 

describing this system is given by 

𝚺𝑷𝑴 = [
𝑽𝑴𝒐𝒅𝑰 𝑽𝑴𝒐𝒅𝑰

𝑽𝑴𝒐𝒅𝑰 (𝑽𝑴𝒐𝒅 + 𝟏)𝑰
], 

where I = diag(1,1).  

In the entanglement-based (EB) scenario, one can 

define an equivalent protocol to simplify the 

security analysis. This is done by first purifying 

Alice’s overall state, which is a Gaussian mixture 

of coherent states. One can achieve this by 

assuming that Alice prepares an entangled two-

mode squeezed vacuum state (TMSVS). Alice 

then keeps one of the two modes and sends the 

other to Bob through the quantum channel. The 

TMSVS is represented by the covariance matrix 
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𝚺𝑬𝑩 = [
𝑽 𝑰 √(𝑽𝟐 − 𝟏)𝝈𝒛

√(𝑽𝟐 − 𝟏)𝝈𝒛 𝑽 𝑰
], 

where 𝝈𝒛  =  𝒅𝒊𝒂𝒈(𝟏,−𝟏). To collapse Bob’s 

mode into a coherent state, Alice performs a 

heterodyne detection on her mode (a homodyne 

detection would lead Bob’s mode to a 

squeezed state) [4]. The covariance matrix of the 

shared TMSVS after the heterodyne detection is 

modified to [4] 

𝚺′𝑬𝑩 =

[
 
 
 𝑽 + 𝟏

𝟐
 𝑰 √

𝟏

𝟐
(𝑽𝟐 − 𝟏)𝝈𝒛

√
𝟏

𝟐
(𝑽𝟐 − 𝟏)𝛔𝒛 𝑽 𝑰

]
 
 
 

. 

In a practical realistic scenario, where Alice 

modulates coherent states instead of measuring 

one mode of a TMSVS, she can rescale the values 

of the prepared quadratures to simulate an 

entanglement-based case: 

𝒒𝑨
𝑬𝑩 = √

𝑽 +  𝟏

𝟐(𝑽 − 𝟏)
𝒒𝑨

𝑷𝑴, 

𝒑𝑨
𝑬𝑩 = −√

𝑽 +  𝟏

𝟐(𝑽 − 𝟏)
𝒑𝑨

𝑷𝑴. 

The result of such rescale leads to an equivalence 

between the P&M and EB scenarios: 𝚺𝑷𝑴 =

𝚺′𝑬𝑩. Thus, Alice can simulate the EB protocol 

without Bob or Eve noticing. 

3. Security analysis 

The performance of CV-QKD protocols is 

measured by the secret key rate (SKR), which 

quantifies the amount of secure bits generated in 

a given protocol, after many rounds of the steps 

described in section 2.1. In the asymptotic 

regime, where no finite-size statistical effects are 

considered, the SKR can be written as [9]: 

𝐾 = β𝐼(𝐴: 𝐵) − χ𝐸:𝐵, 

where 𝛽 is the reconciliation efficiency, 𝐼(𝐴: 𝐵) 

is the classical mutual information between the 

classical variables of Alice and Bob, and 𝜒𝐸:𝐵is 

the Holevo information, which quantifies Eve’s 

information. Here we assume RR. 

The mutual information is computed from the 

maximum channel capacity value of an Additive 

White Gaussian Noise (AWGN) channel. In this 

limit, the mutual information is given by 

𝐼(𝐴: 𝐵) =
𝜇

2
log2(1 − 𝑆𝑁𝑅), 

where 𝜇 = 1(2) represents the homodyne 

(heterodyne) detection. 𝑆𝑁𝑅 stands for signal-to-

noise ratio, and it is defined here as  

𝑆𝑁𝑅 =  
𝑇𝑽𝑴𝒐𝒅

 𝜇 + 𝑇 𝝃
. 

The Holevo information can be obtained from the 

symplectic eigenvalues of the covariance matrix 

after the transmission. In this case, considering 

the transmission effects and excess noise, the 

covariance matrix takes the following form 

𝚺𝑨𝑩 = [
Σ𝐴 𝜎𝐴𝐵

𝜎𝐴𝐵 𝚺𝐵
], 

where  Σ𝐴 = 𝑉I and Σ𝐵 = 𝑇(𝑉 + 𝜒)I, with 𝜒 =

 1/𝑇 −  1 +  𝜉,  stand for the states quadratures 

variance of Alice and Bob, while 𝜎𝐴𝐵 =

√𝑇(𝑉2 − 1)𝜎𝑧 represents the correlation 

between them. The transmittance is defined as 

𝑇 =  𝜂𝑇𝑐ℎ, where 𝜂 is the detector’s efficiency 

and 𝑇𝑐ℎ = 10−𝛾𝑑/10 is the transmittance of the 

quantum channel, with 𝛾 = 0.2𝑑𝐵/𝑘𝑚 for a 

standard fiber and d is the transmission distance. 

Assuming that the global state is pure, we can 

write the Holevo information as 
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𝜒𝐸:𝐵 = 𝑆(𝜌𝐸) − 𝑆(𝜌𝐸|𝐵) = 𝑆(𝜌𝐴𝐵) − 𝑆(𝜌𝐴|𝐵), 

 where 𝑆(𝜌𝐴𝐵) is the von Neumann entropy of 

Alice and Bob state and 𝑆(𝜌𝐴|𝐵) is the entropy of 

the same state after the homodyne (or 

heterodyne) detection. For Gaussian systems, the 

von Neumann entropy can be written as 𝑆(ρ) =

∑ 𝑔(ν𝑖)
𝑁
𝑖 , with  

𝑔(𝜈𝑖)  =  (
𝜈𝑖 + 1

2
) 𝑙𝑜𝑔2 (

𝜈𝑖 + 1

2
) − (

𝜈𝑖 − 1

2
) 𝑙𝑜𝑔2 (

𝜈𝑖 − 1

2
), 

where 𝜈𝑖 are the symplectic eigenvalues of the 

covariance matrix. 

In the untrusted noise model, where all noise 

source is attributed to Eve, the Holevo 

information is simply given by 𝜒𝐸:𝐵 =  𝑔(𝜈1)  +

 𝑔(𝜈2)   −  𝑔(𝜈3), where 𝜈1,2 =

 √
1

2
(𝐴 ± √𝐴2  −  4𝐵), with 𝐴 =  𝑑𝑒𝑡(Σ𝐴)  +

 𝑑𝑒𝑡(Σ𝐵)  +  2 𝑑𝑒𝑡(𝜎𝐴𝐵) and 𝐵 =  𝑑𝑒𝑡(Σ𝐴𝐵). 

The third eigenvalue is 𝜈3 =  √𝑉 (𝑉 − 
𝑍𝐺

2

𝑇(𝑉+𝜒)
) 

for homodyne detection and 𝜈3 =  𝑉 − 
𝑍𝐺

2

𝑇(𝑉+𝜒)+1
 

for heterodyne detection. Here, we defined 𝑍𝐺 ≔

√𝑇(𝑉2 − 1) as the correlation function between 

Alice and Bob variables. 

In the trusted noise model, we split the detector’s 

noise contribution apart from the total excess 

noise 𝜉. Therefore, we rewrite the noise from the 

channel as 𝜒𝑐ℎ =  1/𝑇 −  1 +  𝜉, where 𝜉 

represents the total noise from all sources except 

Bob’s detector, and, as usual, it is associated with 

Eve. The total noise originating from Bob’s lab is 

defined as  

𝜒𝑑𝑒𝑡 = {
𝜒ℎ𝑜𝑚 = (1 −  𝜂 + 𝜉𝑒𝑙)/𝜂
𝜒ℎ𝑒𝑡 = (2 −  𝜂 + 2𝜉𝑒𝑙)/𝜂

 , where 𝜉𝑒𝑙 is 

the electronic noise from Bob’s detector and  𝜂 is 

the detector’s efficiency as usual. The total noise 

is then defined as 𝜒 =  𝜒𝑐ℎ +
𝜒𝑑𝑒𝑡

𝑇𝑐ℎ
. The 

mathematical derivation of such results is beyond 

the scope of this work. We refer the reader to 

Ref.[10] for more details. However, in Fig.1, we 

reproduce the schematic model of such protocol 

in the EB scenario for the GG02 protocol.  

 

Fig.1: EB GG02 protocol in the trusted-noise model. Figure 

removed from [10]. 

In this case, Alice keeps one of the two modes of 

the TMSVS (EPR state in Fig. 1) to herself (A) 

and performs a heterodyne detection, collapsing 

Bob’s mode (𝐵0) to a coherent state. After 

interacting with the quantum channel, the mode 

is modified to B. At Bob’s lab, an extra setup is 

implemented. It consists of another TMSVS, with 

modes 𝐹0 and G, which simulates the detector’s 

noise, and a beam splitter that simulates the 

detector’s efficiency. Bob performs a homodyne 

detection on the output mode 𝐵1. 

The final result is the Holevo information with 

the following form: 𝜒𝐸:𝐵 = ∑ 𝑔(𝜈𝑖)
2
1  −

 ∑ 𝑔(𝜈𝑖),
5
3  where  𝜈1and 𝜈2 have the same form as 

before, but are now computed from the modified 

covariance matrix such that Σ𝐵 = 𝑇(𝑉 + 𝜒𝑐ℎ)I, 

without the detector’s noise contribution. The 

other eigenvalues are given by 𝜈3,4 =

 √
1

2
(𝐶 ± √𝐶2  −  4𝐷) and 𝜈5 = 1, where 
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𝐶ℎ𝑜𝑚  =  
𝐴 𝜒ℎ𝑜𝑚  + 𝑇𝑐ℎ (𝑉 + 𝜒𝑐ℎ) +  𝑉 √𝐵)

(𝑇𝑐ℎ(𝑉 +  𝜒))2
, 

𝐷ℎ𝑜𝑚  = √𝐵 
𝑉 +  𝜒ℎ𝑜𝑚√𝐵

𝑇𝑐ℎ(𝑉 +  𝜒)
, 

 

𝐶ℎ𝑒𝑡  =  
𝐴 𝜒ℎ𝑒𝑡

2  +  𝐵 +  1 +  2𝜒ℎ𝑒𝑡(𝑉 √𝐵 +  𝑇 (𝑉 + 𝜒𝑐ℎ) +  2𝑍𝐺
2)

(𝑇𝑐ℎ(𝑉 +  𝜒))2
, 

𝐷ℎ𝑒𝑡  =  (
𝑉 + 𝜒ℎ𝑒𝑡√𝐵

𝑇𝑐ℎ(𝑉 +  𝜒)
)

2

. 

3. Numerical results 

In this section, we discuss our numerical results 

for the GG02 and No-switching protocols in both 

untrusted and trusted models. Fig.2 shows the 

curves for GM-CV-QKD protocols for 

homodyne (solid) and heterodyne (dashed) 

detections. We optimized the amplitude for each 

distance, maximizing the SKR, and fixed the 

reconciliation efficiency at a typical value of 

95%. First, we note that the type of detection does 

not make a substantial difference on the SKR 

value with this efficiency value. The SKR curves 

for different detections only show significant 

deviation for unrealistically low reconciliation 

efficiency values (below 60%) and for excess 

noise above 1% of the shot noise.  

We explore different sets of parameters of 

detector’s noise and efficiency and the total 

excess noise. The first figure (top left) of the 

panel confirms that both models are equivalent 

when the detector’s noise is zero and the excess 

noise from all other sources amounts to the same 

value, in this case 1% of SNU, with perfect 

detector’s efficiency. Even though no detector 

presents zero intrinsic noise, this scenario helps 

us to notice the importance of the measurement 

efficiency. In the second figure (top right), just by 

lowering efficiency, the trusted-noise model 

already shows a small gain over the untrusted one 

over short distances up to 25 km. 

 

Fig.2: Secret key rate for trusted and untrusted models with 

homodyne and heterodyne detection for 𝛽 = 95%. 

In the bottom figures, we present a more realistic 

case, where the detector’s noise contribution is of 

the order of 60% of the total excess noise, leading 

to a lower excess noise attributed to Eve. With 

this approach, significative gain is obtained for 

long distances and perfect detector’s efficiency 

(bottom left), while non-perfect efficiency 

increases the difference on the SKR between both 

models, even for short distances (bottom right). It 

is worth noticing that, while the untrusted-noise 

model reaches a maximum transmission distance 

of 125 km for this example, the trusted-noise case 

goes beyond 200 km for this example.In addition, 

it is also possible to use such trusted parameters 

to analyze the limits of operation of the 

information reconciliation process. While 𝛽 =

95% is a viable value, we can seek for its 

minimum possible value which allows for secure 

communication. In Fig.3, we show the minimal 

reconciliation efficiency to generate a secret key 

for the untrusted and trusted models. We used the 

same parameters than Fig.2 (bottom right plot). In 
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this case, it is clear that the trusted-noise model 

tolerates information reconciliation efficiencies 

significantly lower than the untrusted case, 

ranging from ~20% for short distances to ~80% 

for long distances (up to 200 km).  

The last analysis consists of finding the 

maximum tolerable excess noise that such 

protocols can support, while enabling a non-

negative SKR. In this sense, we keep the 

detector’s noise at 60% of the total excess noise 

for each distance. The untrusted-noise model 

supports approximately a maximum of 30% of 

 

Fig.3: Minimum value of 𝜷 which allows the extraction of a secret 

key. We use the same parameters as in the bottom right plot from 

Fig.2.shot noise, while the trusted-noise handles 

nearly 15% of shot noise, since, in this case, the 

major noise comes from Bob’s detector (inset), 

for very short distances. However, for mid-to-

long distances, neither trusted- and untrusted-

noise models support higher excess noise values 

beyond 5% and 10% of SNU, respectively.  

4. Conclusion 

In this work, we analyzed a comparison between 

the standard pessimistic (untrusted-noise) and the 

more realistic (trusted-noise) approaches to CV-

QKD protocols. It is clear that splitting the noise 

contribution between what can be controlled by 

Eve and what is isolated from her can 

significantly enhance the performance of the 

protocol. The trusted-noise model tolerates a 

significantly lower efficiency of the information 

reconciliation process. The maximum tolerable 

excess noise allowed by each model can support 

up to nearly 15% and 30% of shot noise, 

respectively for the trusted and untrusted cases, 

with the detector’s noise representing 60% of the 

total excess noise for each distance. 

 

Fig.3: Maximum excess noise for the untrusted and trusted noise 

models. 

In the future, we seek to investigate this same 

scenario for discrete modulation CV-QKD 

protocols. 
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