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Abstract: In this work, we derive all finite-size corrections required to ensure the composable security of
continuous-variable quantum Kkey distribution (CV-QKD) protocols under collective Gaussian attacks. Un-
like asymptotic analyses that assume infinite data, our approach accounts for realistic constraints imposed
by finite sample sizes—crucial for practical implementations. We systematically examine how each postpro-
cessing step contributes to the final security guarantees in terms of both correctness and secrecy. Particular
attention is given to the statistical limitations of conventional estimation techniques in the finite-key regime.
We analyze how inaccuracies in parameter estimation can compromise security and identify the conditions
under which secure key generation remains viable. Our results help bridge the gap between theoretical
security proofs and operational CV-QKD systems, supporting the development of reliable quantum com-
munication technologies.
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1. Introduction models of CV-QKD protocols that assume an infi-

nite number of shared signals. However, postpro-

Security in communication is a fundamental pil- ) . . o
cessing data is mainly based on statistical meth-

lar of i i les the ex-
ar of contemporary society, as it enables the ex ods [9]. In principle, the statistical law of large

change of information without the risk of poten- .
numbers guarantees that the postprocessing results

tial leaks [1]. However, recent algorithmic de- hold in the asymptomatic scenario [10], but this

velopments pose a threat to this security, par- . . . . . .
P P Y P assumption is obviously impossible to achieve in

ticularly quantum algorithms capable of factor- . .
practical implementations, such that one must con-

ing integers in logarithmic time [2]. In light of sider finite-size correlations [11,[12]] in order to en-

these challenges, research in quantum communi- . .
sure genuine composable security [13]].

cation has sought to exploit the intrinsic proper-

ties of quantum physics to enable uncondition- In this work, we derive all the essential finite-size

ally secure communication [3, @]. Within this corrections for the security assurance against col-

framework, continuous-variable quantum key dis- lective Gaussian attacks. Thus, we discussed the

tribution (CV-QKD) has emerged as a promis- effect of postprocessing procedures in correctness,

ing approach [5], due to its greater compatibility SSCTECY and parameter estimation of the protocol

with current components used in coherent optical in order to discuss more realistic CV-QKD deploy-

telecommunication systems [6) 7, 8]]. ments.

In general, the proofs often rely on theoretical
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2. Continuous-variable quantum key distribu-

tion

In a typical CV-QKD protocol, quantum informa-
tion can be encoded onto coherent states by modu-
lating the amplitude and phase quadratures of laser
light, typically using electro-optic modulators at
the transmitter [6, [7]. This modulation enables the
establishment of a secret-key between two legit-
imate QKD users (Alice and Bob). The modu-
lated coherent states are then transmitted through a
quantum channel, which is assumed to be entirely

controlled by a potential eavesdropper (Eve) [[14]].

The security of CV-QKD protocols employing
Gaussian-modulated coherent states was initially
proven in the asymptotic regime [15 [16], and
subsequently extended to the finite-size scenario,
guaranteeing universal composability against both
collective [17] and general coherent attacks [18]].
Eve’s optimal attack, accounting for finite-size ef-
fects, has been demonstrated to be a Gaussian at-
tack [[15]. Consequently, the collective state shared
between Alice and Bob can be assumed to be
Gaussian. In the entanglement-based picture [[19]],
this state is fully characterized by its covariance

matrix

= (VA + 1)]12 tZO‘Z

ey

(V4 + 02,

where o is the Pauli matrix and Z = [V +2V,

for Gaussian modulation [6].

tZo,
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A widely adopted method to quantifies the aver-
age number of secure bits that Alice and Bob can
distill per signal, after accounting for any infor-
mation that may have been gained by a potential
eavesdropper (Eve), is the Devetak—Winter bound

[20]], expressed as

I(x:y)— sup H(y:E)

N:A’—=B

2)

where I(x : y) denotes the mutual information be-
tween Alice’s and Bob’s classical variables x and
y [21], while H(y : E) represents the Holevo in-
formation between Bob’s variable y and the adver-
sary’s quantum system E [22] — computed using
the simpletic eigenvalues of the covariance matrix.
The supremum is taken over all quantum channels
N : A — B that are consistent with the statistics
observed by Alice and Bob during the parameter

estimation step.

The measured data {y}y is related to the transmit-

ted signals {x}y by the linear normal model

Xi

3
N 3)

yi=1
where = VT and z is a random variable related to
the noise with variance o2 = 1 + zzg [17]. Consid-
ering that both, Alice and Bob, have access only to
the signals x and y, one needs to estimate V4, t and
o2, where the latter has a drastic impact for long

distances [23]].

For operational purposes, we use the Protocol op-
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eration [I] to describe the sequence of steps re-
quired to implement a CV-QKD scheme under re-
alistic assumptions. In summary, this protocol
begins with the quantum signal preparation and
transmission, followed by coherent detection at
the receiver’s end. Subsequently, classical post-
processing steps are applied, including sifting,
parameter estimation, information reconciliation,
and privacy amplification. At the end of the proto-
col, Alice must have a string S 4 and Bob a string
S B, such that S 4 = § p with high probability, and
this shared string is secret with respect to any po-
tential eavesdropper. Considering these character-

istics, this protocol is characterized as a prepare

and measure protocol [6]].

Protocol operation 1 — Prepare and Measure

1. State preparation: Alice modulates coherent
states by applying a Gaussian modulation to
both quadratures, independently drawn from
a centered normal distribution with variance
Va, and sends them through the quantum

channel to Bob.

2. State measurement: Bob performs hetero-
dyne detection on each incoming state, simul-

taneously measuring both quadratures.

3. Information reconciliation: Bob sends clas-
sical information to Alice over an authenti-
cated public channel in order to correct her

data. A forward error correction code is

ISSN: 2357-7592

used, where Bob’s data serves as the refer-

ence.

4. Parameter estimation: Alice uses a ran-
domly selected subset of the correlated data
to estimate channel parameters ensuring they

fall within acceptable thresholds for security.

5. Privacy amplification: Alice and Bob apply
a privacy amplification protocol to distill a
shared secret key, reducing any partial infor-
mation potentially held by an eavesdropper to
a negligible level, thus ensuring composable

Security.

3. Finite-size effects

Finite-size effects have a significant impact on the
security of CV-QKD protocols, as they introduce
statistical fluctuations that must be carefully ac-
counted [12]]. In practical implementations, only a
finite number of signals can be exchanged, which
limits the precision with which parameters can be
estimated. As a result, incorporating finite-size ef-
fects is essential for achieving composable secu-
rity, where the generated key can be securely used
in subsequent cryptographic tasks even in the pres-
ence of an adversary with unbounded quantum ca-

pabilities [[1°7, [11]].

A protocol is said to be secure if it is both cor-
rect and secret [24]]. The correctness means that
the final keys generated by Alice and Bob must
be perfectly identical (S 4 = S ). Also, the proto-

col must ensure secrecy, requiring that Alice’s key
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S 4 follows a uniform probability distribution and
remains completely independent of any quantum

system E controlled by an eavesdropper.

For a protocol to be considered ideal, it must
simultaneously satisfy a third fundamental crite-
ria. The protocol should demonstrate robustness,
which means it will never terminate prematurely
in the absence of any eavesdropping activity, con-
tinuing to function properly when the communi-
cation channel is undisturbed [18]. Here, we are
interested only in security of the protocol, so we
assume a perfect robustness protocol without any

aborting probability.

3.1. Correctness

To ensure the correctness of the protocol, the mea-
sured data must allow for efficient information rec-
onciliation, such that S4 = Sp [24]. This proce-
dure takes place immediately after the state mea-
surement step, where Bob obtains a classical out-
come from the received quantum states. A key
parameter used to quantify how much informa-
tion can be recovered during reconciliation is the
reconciliation efficiency S € [0,1], where g =1
corresponds to a perfectly efficient reconciliation

scheme.

Furthermore, one must ensure that error correc-
tion succeeds with probability pec, or equivalently
fails with probability FER = 1 — pe, known as the
frame error rate [6]. The value of pe. depends

on several factors, including the signal-to-noise ra-

ISSN: 2357-7592

tio, the target reconciliation efficiency S, and the e-
correctness parameter €.or, Which bounds the prob-
ability that Alice’s and Bob’s strings differ after er-
ror correction and successful verification of their
hashes [11]]. In particular, a protocol it is called

Ecor — correct lf Pr[SA ¢ SB] S Ecor-

Considering this aspects, the finite-size correlation

related to the correctness are given by

Jeeor = pEC(ﬁI(X : y) _H(y : E)) . (4)

3.2. Secrecy

The finite number of exchanged quantum signals
introduces statistical uncertainty in the estimation
of Eve’s information and affects the secrecy of the
final key. To ensure security even in this finite-
size regime, a correction term A(n) that depends on
the probability of failure of the secrecy €. proce-
dure is introduced in the key-rate expression [12]].
This term accounts for the deviation between the
estimated and actual amount of information poten-

tially leaked to an eavesdropper, written as

A(n) = 2dim H, +3) \/@

+g10gz (L) N )

n

where H, is the Hilbert space associated with the
raw key variable x and €. = €pa + €, with € being

a smoothing parameter and epa the failure proba-
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bility of the privacy amplification step [11]. Both
parameters are chosen to ensure composable secu-
rity and must be numerically optimized in order
to obtain a key €gc-indistinguishable from Eve’s

measurement.

The first term in A(n) captures the statistical
fluctuation in the estimation of Eve’s knowledge
and quantifies how the smooth min-entropy ap-
proaches the von Neumann entropy as n increases
[17]. The second term reflects the impact of
the privacy amplification procedure, ensuring that
the compression of the raw key is sufficient to

eliminate any residual information available to an

eavesdropper [11]].

As a result, the secret key rate in the finite-size

scenario becomes:

k€c0r+€sec = pPEC [IBI(x : y) — H(y : E) - A(”)] . (6)

3.3. Parameter estimation

In CV-QKD, parameter estimation plays a cen-
tral role in ensuring the security of the proto-
col. Unlike the asymptotic regime, where the law
of large numbers guarantees convergence of esti-
mators to true values, finite-size implementations
require careful statistical treatment. In particu-
lar, the uncertainty in estimating ¢ and o limits

the achievable secret key rate, as underestimating

Eve’s information can compromise security [[17]].

ISSN: 2357-7592

The maximum likelihood estimation (MLE)
method provides estimators for # and o2 in a linear

model:

m
P z :)’i;i’
X
i

m A N2
) (yi—1x;)

= - 7

i=1 7 ; m @

and confidence intervals are derived by defining

conservative bounds:

)

. s
Imin = [ — Zepp )2 T (8)
2 A2 62\2 9
Omax ® 0+ Zepg/2 ©)

T

where z¢,. /2 = erf” 1(1 — epe/2), with erf() being

the error function [25]].

These bounds ensure that, except with probability
epg/2, the true values of ¢ and o2 lie within the
estimated intervals. Incorporating these estimates,

the worst-case covariance matrix becomes

(Va+ Dl IminZ0;
€EPE = 7 7 ’
tminZU'z (l‘ Vi+ O'max)ﬂz

min

(10)

which defines a confidence region with security
parameter epg. This approach ensures composable
security under collective attacks in finite-size im-

plementations. Finally,

_ NPEC

ke = N

(BI(x :y) = Hep (x 1 E) = A(n))

(1)

where € = ppcepg + €or + €ec, Which means that

one must ensure that the key is secure against any
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eavesdropper attack, up to a probability of failure

€ [26].

4. Numerical investigations

In this section, we investigate the impact of the
finite-size scenario on the secret key rate of the
CV-QKD protocol. For this purpose, we consider
the protocol described in Protocol Operation [I]
with heterodyne detection and reverse reconcilia-
tion. The protocol parameters used in the simu-
lations are presented in Tab. [I] based on exper-
imental implementations reported in the literature
(7,27, 28, 29, [12]].

Table 1: Protocol parameters used in numerical in-
vestigations.

Protocol parameter Symbol Value
Hilbert space dimension dimH, 2 (bin.)
Quantum duty 7 2 (het.)
Detector efficiency Neff 0.8
Excess noise & 0.01 SNU
Modulation variance Va 5 SNU
Fraction of raw key n/N 0.5
Reconciliation efficiency B 0.95
Success probability of EC PEC 0.9

To compute the asymptotic secret key rate, we use
Eq. (2)), which assumes infinite statistics. For the
finite-size analysis, we apply Eq. (1), which in-
corporates the statistical uncertainty through the
penalty term A(n) as well as the confidence in-
tervals for the estimated parameters i, and 072,
obtained via MLE. Here, we adopt epg = €or =
€ = epy = 10719 for the security parameters, yield-
ing an overall composable security level of € =

3.9-107'0 against collective Gaussian attacks
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Figure 1: Secret-key rate using the discussed pro-
tocol with parameters from Table The black
solid line represents the asymptotic limit, the
green line uses the real values of the channel
with N = 2-10%, and the red lines correspond to
the MLE-based estimation for N = 2-10° (dot-
dashed), 2-107 (dotted), and 2 - 10® (solid) signals.
In all finite-size cases, the estimated key rate re-
mains below the ideal case, ensuring security.

The results in Fig. [T| clearly show the severe im-
pact of parameter estimation in finite-size scenar-
ios. While the asymptotic and real-value curves
extend to over 60 km, the MLE-based estimation
leads to a significant reduction in achievable dis-
tance. This is especially evident for small block
sizes (N = 2-10°), where the uncertainty in esti-
mating transmittance and excess noise leads to a
rapid drop in the secret key rate. As the block size
increases, the estimated values converge toward
the real values, and the secret key rate approaches
the ideal scenario. These results highlight the im-
portance of precise statistical estimation and the

need for large data blocks to ensure secure key dis-

tribution in practical implementations.
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5. Perspectives and conclusion remarks

Future improvements in CV-QKD protocols will
likely focus on enhancing both error correction
and privacy amplification in the finite-size regime.
Optimizing reconciliation efficiency while mini-
mizing leakage during information reconciliation
remains a critical challenge, especially at low
SNRs [28]. On the secrecy side, tighter finite-size
bounds and improved estimations of the smooth
min-entropy can increase the secret-key rate and
reduce the block length required for secure key

generation.

Parameter estimation is another key area for devel-
opment, particularly in regimes with short block
lengths and limited resources. Advanced tech-
niques, including machine learning and adaptive
estimators, may offer more accurate characteriza-
tions of the quantum channel and noise parame-
ters. Recently, Galvao et. al (2025) have proven
security against collective attacks for parameter
estimation using neural networks [30]. This could

lead to more accurate confidence intervals, and

better key rate optimization.

In conclusion, the security of CV-QKD proto-
cols in practical scenarios relies heavily on ro-
bust finite-size analysis, especially in the compos-
able framework. As protocols move from labo-
ratory demonstrations to real-world deployment,
addressing these limitations through improved sta-

tistical methods, numerical optimization, and effi-
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cient implementation of classical post-processing
will be essential for achieving reliable and scalable

quantum communication networks.
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