
Secure Post-Processing in RISC-V for CV-QKD: Security Strategies with Hardware Security
Module for Protection in FPGAs and ASICs

Leonardo Rodrigues Soares da Conceição*,1, Paulo Cezar da Paixão*,1, Wagner Luiz Alves de Oliveira2,
Calebe Micael de Oliveira Conceição3, Nelson Alves Ferreira Neto1

1QuIIN - Quantum Industrial Innovation, EMBRAPII CIMATEC Competence Center in Quantum Technologies, SENAI
CIMATEC, Av. Orlando Gomes 1845, 41650-010, Salvador, BA, Brazil

2Graduate Program in Electrical and Computer Engineering, Federal University of Bahia, 40210-630, Salvador, Brazil
3Computer Science Department, Federal University of Sergipe, 49100-000, São Cristóvão, SE, Brazil

*Corresponding authors: eng.leonardo.rodrigues@proton.me, engpcpx@proton.me

Abstract: Continuous-variable quantum key distribution (CV-QKD) is a promising technology for secure
communication in quantum networks, due to its compatibility with existing optical infrastructures and its
potential for high key rates generation over metropolitan distances. Its deployment becomes increasingly
feasible when integrated with reconfigurable hardware, such as field programmable gate arrays (FPGAs) or
application-specific integrated circuits (ASICs), which enable performance optimization and architectural
flexibility. However, the theoretical security of quantum protocols can be undermined by vulnerabilities
in real hardware, especially during digital signal processing (DSP) and post-processing phases of key gen-
eration. This includes error correction (EC), information reconciliation (IR), and privacy amplification
(PA). If implemented improperly, these steps may expose the system to physical and side-channel attacks
(e.g., timing, power, or electromagnetic analysis), potentially leading to partial or full key leakage. This
paper analyzes hardware design strategies to secure CV-QKD DSP and post-processing modules using cus-
tom fifth-generation Reduced Instruction Set Computing (RISC-V) processors. The main contribution is
to emphasize the need for Hardware Security Modules (HSMs) embedded in the SoC, providing dedicated
protection that general-purpose architectures cannot ensure. The proposed HSM safeguards cryptographic
operations, enforces secure memory access, authenticates critical instructions, and ensures data integrity in
real time. By combining the flexibility of RISC-V with the robustness of HSMs, this approach establishes a
reliable and physically secure environment for embedded quantum key processing in future communication
infrastructures.
Keywords: CV-QKD. RISC-V. FPGAs. ASICs. HSM.

1. Introduction

Quantum key distribution (QKD) enables secure

communications based on the principles of quan-

tum mechanics, allowing geographically separated

parties to generate shared random binary keys with

unconditional security [1, 2]. Between the QKD

protocols, discrete-variable (DV-QKD) and CV-

QKD stand out for their compatibility with exist-

ing optical infrastructures, integrating with coher-

ent detection and digital signal processing (DSP)

techniques[1].

A critical stage in CV-QKD systems is the post-

processing phase, which transforms raw measure-

ment data into usable cryptographic keys. This

phase typically involves error correction, parame-

ter estimation [3], and privacy amplification. To

achieve flexibility and performance in executing

these steps, a viable approach is to implement

them on custom RISC-V processors deployed in

digital logic hardware, such as FPGAs and ASICs.

The objective of this article is to analyze potential

vulnerabilities in CV-QKD post-processing hard-

ware modules implemented with custom RISC-

V processors and to propose a protection strategy

based on HSMs. The proposed architecture targets

deployments on FPGAs and ASICs, aiming to pro-
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vide a secure root of trust for embedded quantum

key processing.

The structure of this paper is organized as fol-

lows: Section 2 provides the theoretical founda-

tion of CV-QKD systems and RISC-V microarchi-

tectures. Section 3 details hardware attack vec-

tors targeting RISC-V microarchitectures. Section

4 introduces a security strategies for RISC-V mi-

croarchitectures using hardware security modules

as a countermeasure. Section 5 discusses HSM in-

tegration models (external, integrated, ISA exten-

sions). Section 7 evaluates HSM efficacy against

side-channel attacks and their limitations. Sec-

tion 8 describes the layered security architecture

of HSMs (physical/logical protections). Section 9

presents the proposed HSM-integrated RISC-V ar-

chitecture and concludes. Additional sections in-

clude acknowledgments and references.

2. Theoretical Foundation

A CV-QKD system consists of a transmitter (re-

ferred to as Alice), a quantum communication

channel, and a receiver (called Bob) [1, 2]. Alice

modulates coherent optical signals in both ampli-

tude and phase, transmitting them through the op-

tical channel. Bob receives these signals and mea-

sures them using coherent detection techniques,

such as single or dual-quadrature measurements,

detection, followed by a post-processing stage.

The computational complexity of modern applica-

tions demands dedicated hardware for efficient ex-

ecution [1]. Implementing operations on a RISC-

V processor synthesized on an FPGA offers a flex-

ible and efficient solution [2].

However, while CV-QKD protocols offer intrin-

sic security for the quantum communication chan-

nel, they do not inherently protect the classical

hardware components of the system. As a re-

sult, hardware-based vulnerabilities remain ex-

ploitable, especially during post-processing. This

motivates the adoption of secure hardware design

strategies within digital circuits and RISC-V mi-

croarchitectures. One such strategy involves inte-

grating HSMs into an FPGA or ASIC. These mod-

ules are designed to ensure the integrity, confiden-

tiality, and robustness of critical operations, pro-

tecting sensitive data within RISC-V-based post-

processing units from both physical and logical at-

tacks.

2.1. The RISC-V Microarchitecture

The RISC-V microarchitecture refers to the spe-

cific physical implementation of the RISC-V ISA,

an open technology developed by the University

of California at Berkeley [4].

Central to its design, the pipeline structure of

a RISC-V microarchitecture generally adheres to

classic RISC principles, yet it presents substan-

tial variation in implementation. In-order ex-

ecution is common in embedded designs, typi-

cally featuring 3- to 5-stage pipelines. In con-

trast, high-performance implementations incorpo-
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rate advanced techniques such as out-of-order exe-

cution, speculative branching, and multi-issue su-

perscalar architectures. Memory hierarchies also

vary widely – from simple physical memory ad-

dressing in microcontroller-class cores to com-

plex, multi-level cache systems with coherence

protocols in application-class processors.

The fundamental components of the microarchi-

tecture include the following stages: (i) instruction

fetch; (ii) instruction decoding; (iii) control unit;

(iv) execution units – including the ALU, mul-

tiplication/division, and floating-point units; (v)

memory subsystem – comprising caches and main

memory; and (vi) flow control mechanisms for

handling branches and exceptions.

This nature enables customization to meet specific

requirements, but also introduces security chal-

lenges. CV-QKD implementations that utilize FP-

GAs and ASICs to accelerate cryptographic op-

erations – particularly during the post-processing

stages of communication – are especially vulnera-

ble to attack techniques capable of extracting cryp-

tographic keys. Consequently, analyzing potential

attack vectors and implementing robust security

strategies in digital circuit designs becomes a criti-

cal aspect of developing secure microarchitectures

for quantum applications.

3. Attacks on RISC-V Microarchitectures

RISC-V microarchitectures are susceptible to

side-channel attacks (SCAs), which exploit unin-

tended information leakage during execution [5].

The architectural flexibility of RISC-V, while ad-

vantageous, can introduce specific vulnerabilities

that can be exploited [6]. Notably, attacks target-

ing physical or behavioral characteristics of exe-

cution represent a significant threat. These will

be discussed in the following, categorized by their

primary exploitation mechanisms.

3.1. Power Analysis Attacks

Power analysis attacks involve monitoring the

power consumption of a processor during cryp-

tographic operations to infer sensitive information

[7]. These attacks are typically classified into: (i)

Simple Power Analysis (SPA): Observes direct

fluctuations in power consumption to reveal oper-

ational patterns; (ii) Differential Power Analysis

(DPA): Applies statistical methods across multiple

executions to detect correlations and extract secret

data; (iii) Correlation Power Analysis (CPA):

Computes the correlation between observed power

traces and theoretical power consumption models,

being effective against widely used cryptographic

algorithms such as Advanced encryption standard

(AES) and Data encryption standard (DES).

3.2. Electromagnetic Analysis

Electromagnetic Analysis is a non-invasive side-

channel technique that captures electromagnetic

emissions generated during cryptographic oper-

ations. These emissions can be detected using

probes placed near the hardware, without requir-
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ing any physical modification to the device [7].

3.3. Timing Attacks

Timing Attacks exploit variations in execution

time to infer secret data. These variations may

arise from: (i) differences in cache access latency;

(ii) variations in modular multiplication timing;

and (iii) non-constant-time crypto operations[7].

3.4. Memory Attacks

Memory Attacks target data remnants or unautho-

rized memory access pathways. Common tech-

niques include: Cold Boot Attacks (exploit resid-

ual data in DRAM after power-off); DMA Attacks

(use peripherals with direct memory access capa-

bilities to read or modify memory without CPU in-

tervention); and Thermographic Analysis (employ

infrared imaging to capture heat patterns left by

executed instructions, which can be analyzed and

compared against known execution profiles of the

target hardware) [7].

3.5. Speculative Attacks

Modern microarchitectures often implement spec-

ulative execution and branch prediction to improve

performance by anticipating control flow and

maximizing pipeline utilization. However, these

same features introduce vulnerabilities that can be

exploited through side-channel attacks, such as

Spectre and Meltdown [8]. As high-performance

RISC-V processors increasingly adopt these tech-

niques, the security implications become more sig-

nificant [6].

Such attacks can be used to gain unauthorized ac-

cess to sensitive data residing in hardware com-

ponents of a CV-QKD system. Therefore, imple-

menting robust hardware-level protection strate-

gies is essential to ensure the security and integrity

of these quantum communication systems.

4. Countermeasures to Mitigate SCAs

To mitigate physical and logical attacks, specific

countermeasures must be implemented at the mi-

croarchitectural level. One of the most effective

approaches is the use of hardware security mod-

ules (HSMs) – dedicated devices designed to se-

curely manage, protect, and process cryptographic

material. HSMs establish a Trusted execution en-

vironment (TEE) [9] that isolates critical opera-

tions, ensuring confidentiality and integrity even

under potential attack scenarios.

HSMs integrate physical protections such as intru-

sion detections systems and self-destruction mech-

anisms [10] and logical protections. These logical

countermeasures employ specialized techniques to

neutralize side-channel leakages, including:

4.1. Physical Protections

The physical layer constitutes the first line of de-

fense for HSMs, incorporating robust mechanisms

to deter and detect unauthorized access attempts.

As demonstrated by [11], these devices integrate:
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• Advanced intrusion sensors: Continuous

monitoring for threats such as fault injection

attacks (voltage/clock glitching, electromag-

netic/laser injection) and environmental vari-

ations;

• Secure key destruction: Self-destruct cir-

cuits combined with Physical unclonable

function (PUF) for volatile erasure of cryp-

tographic material;

• Emanations shielding: TEMPEST protec-

tion with electromagnetic filtering and spec-

tral spreading techniques;

• Anti-tamper materials: Tamper-evident en-

closures and chemical component invalida-

tion;

• Physical Key Management: Volatile storage

via PUFs to eliminate data remanence and

physical destruction upon intrusion detection

(crypto-shredding);

4.2. Logical Protections

The logical layer implements techniques to miti-

gate software vulnerabilities, particularly against

microarchitectural and side-channel exploitations.

As detailed by [11], these mechanisms aim to neu-

tralize threats exploiting:

• Prevention of timing leaks: The primary

defense involves implementing constant-time

operations, always executing the same num-

ber of clock cycles without conditional

branches or memory accesses dependent on

sensitive data.

• Masking of cryptographic operations: In-

volves injecting random values ("masks")

into intermediate calculations to break the re-

lationship between sensitive data and power

profiles.

• DVFS/RDFS to disrupt power analysis:

Protective measures implement dynamic and

random voltage/frequency variations in the

processor during sensitive operations. This

degrades trace synchronization and dilutes

statistical correlations.

• Cache partitioning and granular memory

encryption: Attacks that induce bit flips in

adjacent DRAM cells or extract data from

memory after shutdown exploit unisolated ac-

cess to shared memory. A solution involves

processes where cache can be isolated into

segments by security domain.

5. HSM integration on RISC-V Microarchitec-

ture

The integration of hardware security modules into

RISC-V systems can follow three main architec-

tural models: (i) External HSM: Connected via

standard interfaces such as PCIe, USB, or serial

ports. This approach offers high flexibility and
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Figure 1: RISC-V Microarchitecture with Integrated HSM via BFMRISC-V Microarchitecture with Hardware Security Module via BFM
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Source: Prepared by the authors.

modularity but introduces additional latency and

may be less suitable for real-time or low-latency

applications; (ii) Integrated HSM: Implemented

as a coprocessor on the same silicon die as the

RISC-V core. This model provides high perfor-

mance and low latency, with tight coupling to the

processor. However, it typically requires unified

certification of the entire system, increasing design

complexity and cost; and (iii) Custom ISA Ex-

tensions: Incorporates cryptographic operations

and secure functions directly into the RISC-V in-

struction set architecture through custom exten-

sions. This model achieves maximum integration

and execution efficiency but may reduce porta-

bility and interoperability with standard RISC-V

software ecosystems.

Hardware security modules constitute an effec-

tive countermeasure against side-channel attacks

(SCAs) through: (i) constant-time execution; (ii)

algebraic masking [12]; (iii) temporal randomiza-

tion; and (iv) electromagnetic shielding.

Physical and logical protections present promising

solutions that can be integrated into a RISC-V mi-

croarchitecture. However, given the challenges of

quantum cryptography and quantum computing,

it is crucial to maintaining security in quantum

cryptographic systems. To address these threats,

we proposed the integration of Hardware secu-

rity modules (HSMs) with RISC-V cores by a Bus

functional model (BFM), as illustrated in Figure 1.

This architecture enhances both logical and phys-

ical security by facilitating secure communication

channels and enabling hardware-level protection

mechanisms. Such integration ensures robustness

not only against classical attack vectors but also

against emerging quantum threats.
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6. Conclusion

This paper presented a comprehensive analysis

of the security challenges in CV-QKD systems

and the cryptographic key post-processing imple-

mented within RISC-V hardware microarchitec-

tures. It was examined the main types of at-

tacks that can be executed on hardware platforms

such as FPGAs and ASICs, including physical

and side-channel attacks, such as power analysis,

timing analysis, speculative execution exploits,

and memory-based attacks. These vulnerabilities

pose significant risks to the secure deployment of

quantum-resistant systems in reconfigurable and

dedicated hardware environments.

The main contribution of this work is to empha-

size the necessity of integrating Hardware Secu-

rity Modules (HSMs) when processors are em-

ployed for quantum key post-processing. HSMs

provide a dedicated layer of hardware-based pro-

tection that mitigates vulnerabilities inherent to

general-purpose or reconfigurable architectures,

ensuring that post-processing operations remain

secure even under advanced physical and side-

channel attack scenarios.

In conclusion, the adoption of this architecture

represents a promising path toward the devel-

opment of trustworthy and long-lasting quantum

communication systems. By combining the flexi-

bility of RISC-V with the robustness of HSMs for

secure platforms capable of withstanding both cur-

rent and future cyber threats.
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